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BB Eco iIn One Minute

Discover

pear on the dashboard by the

5. On another

subnet, or over a VPN? Use Add, or scan a range.
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BB Eco at a Glance

Free ED + ES Offline CLI

For Brainboxes One app for both Works without Every function
hardware families internet access scriptable
No licence key, no Also finds BB-400s Firmware cached for Table, JSON or CSV
account and switches later output

Replaces Boost.lIO Manager (ED) and Boost.LAN (ES) with one app
Per-user installer: no administrator rights to install or update
Keeps itself up to date
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BB Eco Key Features

) @ - N
S,
Discover Upgrade safely Configure once Catch drift
Plug in a device and it Pre-flight checks Get one device right, When a setting
simply appears. No before a single byte is save it as a template, changes by hand, BB
addresses to type, sent. Then follow it apply it to the next Eco notices. Put it back
nothing to press. stage by stage. hundred. with one apply.

Also in the box: Update all and automatic firmware updates : stuck-device recovery - templates for many
devices at once - command line - built-in support - a public software bill of materials
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Device Discovery

Brainboxes devices appear by
Ee Q. Search devices... BE E. : ¥ Filter .m] . Export themselves

* ED, ES, BB-400 and managed switches

) ® Orline ED-549 4D1 4DO 4Al ® offfine  ED-560 16D1 16DO

I 8 Analogue Inputs Al 4 Analogue Outputs
+ 192.168.1.161 Wired 192.168.1.103 Wired . G b q
— 2.8.1 @ Update ED 1.8.0 ED roup yl

@ Online ED-588 8DI 8D0 ® Online ES-257 2-Port R6232 ® Locati O n ) fa m i l.y O r Status

E Search and filter the dashboard

® Online E5-522 2-Port RS422{485

e o ocate flashes the device's LED: which
2 box is it?

3.2.8  « Latest ES

E5-527

An orange Update pill means newer firmware is available

<
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Discover Other Devices Too

* Also discovers other devices

E Q. searchdevices.. | Group: Role &, Export C
e * A general-purpose discovery tool for
i 192.1 33 Synology NAS Synology 05920+ EnCpont)  ERie automation eng i nee rS
® 192,168.1.91¢@ 18: . ;'.” 133: :. HF LaserJet Pro iF | _];'.-l,'.':-l".::'..'-i..:'-” LI‘.:I';rGI::l | .:.'-.--L,-.s'.-:'.er-. ° m D N S

* SSDP / UPnP
* WS-Discovery

= | Grolinediby rolelindustrial endpoint.
security..

<
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Across VPNs and Subnets

* Discovery works:

B Group: Role v | & Export | | G Rescan | 10.40.8.0/22 K ° Over VPNS _ remote S”:es

e Scanning 18.4@.8.8/22 8961024 (5 found)

1 & o * Across different subnets
+ & 18.48.9.12 @ A4:5E:68:11:22:33 Synology MAS synology DS920+ Endpoint CIDR
= v Industrial 3 > USing a ClDR Scan
® 10.40.18.182 & 00:0A:4F:06:46:F8 ES-257 2-Port RS232 Brainboxes ES-257 Industrial CIDR =1:3

e e —— * Type arange, €.g.10.40.8.0/22 (Classless
& 16.46.9.181 & B8:BA:AF: B6: AA:EE ED-549 4D1 4DO 44l Brainkboxes ED-549 Industrial CIDR BB |nter_Domain Routing)

v Security 1

o WMLTEE  ACCCHERILZZ  Lobby Camera * Remembers devices for the next session

Everything that answers is listed, grouped by role
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Reach the Hard-to-Reach Devices

* A device with no DHCP server falls back
t0 102.168.127.254

g ’ i e

8 — s * BB Eco spots it and adds the network

+ || @ mewo e memmom route in one click
* Add by IP when discovery cannot see a
‘L by EIZ.!-.5494L?I.4.004AI " E05601GDI1BDO a deVice
E H * Devices on routed networks are
® Online ED-588 8DI 8DO ® Online ED-593 8TC updated too

Ol T s g2 Wvcies bt e

<
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Firmware Upgrade

* 1-click firmware upgrades

Daszhboard - BB Eca

«®

ED-549 4DI 4DO 4Al

__ * No manual downloading of firmware
. ——  from the Brainboxes website

Upgrad
‘ ‘ersian 2.0.1 @ Update
+ 52{2: Firmware 47° ED [

Release notes shown before you update

[ ]
L )
X

ED-588 8Dl 8DO

* Pre-flight checks before a single byte is

UPGRADE IM PROGRESS

b e | ive progress, stage by stage

The firmware transfers in two stages; the card shows which

<
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Firmware Upgrade - Safe and Offline

* Works offline

* Firmware downloaded automatically when
online, and cached

* Pre-flight warnings before upgrading:
* Over Wi-Fi

ed-549-2.1.0.efw
ED-5495tandard v2.1.0

A Compatie (winwamings) * While another program is connected to the
device

* Every firmware file is checked against its

published fingerprint just before it is
sent
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Update All

<

Brainboxes

shboard - F
Q. Search devices... B = =
® Upgrading  ED-549 4D 4DO 4Al ® Offline ED-560 1601 16D0
Eric B Analogue Inputs v 4 Analogue Outputs
192.168.1. 181 Wired 192.168.1. 103 . Wire
2.8.1 o S2/2: Firmware 18% ED 1.0.6 (EB
® Online ED-588 8DI 8DO ® Online ES-257 2-Port R5232
8 Digital In | & Digital Out e 2 Port RS-232
192.168.1.188 ¥ Wired @ 192.168.1.102 Wire
1.2.3 @ Update ED 3.1.8¢ @ Update ES
® Online ES-522 2-Port RS422/485

32.168.1.187 Wired k

3.2.8  + Latest ES

Updating firmware: 03 devices updated, about 3 min left
ED-549: FirmwareApplparade 18%

One device at a time, while you keep working

[«

o

ol

Export + Add

Stop after this device

Every out-of-date ED and ES device in
one batch

One device at a time, while you keep
working

Devices in use are skipped, not
iInterrupted

A report says what happened to each
device, and why

Command line: bb-eco upgrade all



Automatic Firmware Updates

* Optional: switch it on once in Settings

l ﬁ Q Search devices Im.l;;'d -_::Im\c. Filter e .
« BB Eco updates ED and ES devices as
e e ‘ soon as it sees them on older firmware
* 192.168.1.1681 4 Wire o ETREETE

* Devices in use are left until later

ED-588 8DI 8D0O ® Online ES-257 2-Port RS232
8 Digital In / & Digital Out el 2 Port RS-232

* Never applies an update that would
.+ - @ v D @ reset settings to factory

E5-522 2-Port R5422{485

* A notice says when it is done

Updating firmware: 0f2 devices updated, about 2 min left
ED-549: FirmwareApolpgrade 92%

BB Eco starts updating them by itself

<
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Stuck-Device Recovery

* Upgrade interrupted? The device waits

= ) in its bootloader
R —— « BB Eco hears it asking for firmware and
marks it Stuck
N Dt * One click sends the firmware again, over
__ = the network
ES-522 2-Port R5422{485 * ED and ES deViCeS
* Back in service on site

The latest cached firmware for the ED-588 is already selected

<
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Templates - Config as Code

Save a device's configuration as a
a®© EE | ;D—5494DI 4DO 441 template ﬁl.e

192.168.1.181

e — Settings grouped like the device's own

web page

= Preview every change before it is written

. ® "« Only the settings in the template are
e * Changed

ES-522 2-Port R5422{485
CONFIGURATION STATUS Insync

Last seen Less than 1m ago

== o Atemplate is cached automatically for
ey G every device

5 Reboot @ Locate Bl Open Web Ul M Docs

Download Template saves the settings as a JSON file

<
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Templates - Apply to Many Devices

* Tick the devices on the dashboard

* Apply template.. previews what would
change on each one

§ * Apply writes it to every device that
passed the preview

2 previewed, 0 failed (preview: nothing was written)

PPPPPPPP 2

* Each device's new settings become its
baseline

* How-to quide

Preview shows what would change on each device

<
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https://docs.brainboxes.com/how-to/configuration/apply-a-template-to-many-devices-with-bb-eco

Drift Detection

* If settings change, BB Eco detects it
.0 ) automatically and reports it to the user

b=
———  wuwww ¢ Old value, arrow, new value - right in the
N = - i device panel
s . we ¢ Putit back with one template apply, or

e accept it as the new baseline

ED COMFIGURATION STATUS 2 changes
Less than 1m ago

Baseline Config recorded 3d ago
E5-522 2-Port RS422{485

Configuration Status lists every change since the baseline

<
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Command Line

* All the functions of the app
are available in the
command line

bb-eco

% bb-eco list
IP MAC Model  Name Last Seen Config Port

g A e e e o Pelosp ° i h l_ _CQJ pg d
192.168.1.187 @@:0A:4F:05:28:D8B ES-522 Brainboxes ES-522 Ethernet to Serial 2026-08-14 16:39:23 8@ Scrlpt \X/ O e Slte u ra eS

192.168.1.101 00:0A:4F:06:4A:EE ED-549 ED-549 2026-08-14 16:39:24 88 and template applleS

192.1658.1.100 ©0:0A:4F:05:AF:E5 ED-588 ED-588 2026-08-14 16:39:24 8@

% bb-eco upgrade all

3 device(s) to update, 2 skipped. * Table, JSON and CSV output

Model IP MAC Current Target Action

ED-588 192.168.1.100 00:0A:4F:05:F7:CA 8.25 8.33  Update f t t
ED-549 192.168.1.181 00:0A:4F:06:4A:EE 8.25 8.33 Update Or au Oma Ion
ES-522 192.168.1.187 ©0:0A:4F:05:28:DB 4.69 7.82 Update

ED-560 192.168.1.183 ©0:0A:4F:05:B1:1@ 8.33 = Skip: AlreadyLatest - already on 8.33

ED-BB4 192.168.1,184 00:0A:4F:05:E0:FF 8.30 = Skip: ThirdPartyConnections - 192.168.1.20:9500, @, 80:12:40, Modbus

Type CONFIRM to update 3 device(s): CONFIRM
[1/3] ED-588 @0:@A:4F:@5:F7:CA: starting (about 5 min left)
[1/3] ED-588 @@:0A:4F:05:F7:CA: BootloaderUpgrade 12%

% bb-eco template apply ——all es-522-baseline.json —dry-run

<
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Browse the Brainboxes Range

Browse the Brainboxes product
catalogue from within BB Eco

-0 (
® s * Search by model, name or feature, e.g.
o S -~ RS-485

Includes the unmanaged switch range

Learn More opens the product page

lllllll

DIN Rall
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Support Built In

* Live logs of every conversation with
every device

.I'l
[ ]

Email Brainboxes Support: logs
attached, email pre-filled

C All levels L4 All categories  ~ All devices ~  Sea C M Verbose Export

)
(]

6:42:80.000 INFO Discovery SSDP M-SEARCH sent on en@ {upnp:rootdevice)
A\ AR DEF = NOTIFY received from 192.16 M [EQ-54C

imeE e T * After a failed update: one click to email
support, logs included

82.418 INFO Catalogue Firmware update available for ED-549: 2.8.1 -> 2.1.8
42:03.320 WARNING Comms GET http://192.168.1.103/devinfo.xml timed out after 5000 ms (device offline?)

* Help menu: documentation, release
notes, welcome tour

<
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Security and Transparency

Cyber Resilience Act theme What BB Eco does

Know what is inside CycloneDX SBOM published with every release; Export SBOM in the app
Security updates Free: the app updates itself; Update all keeps device firmware current

Integrity Signed installer; firmware checked against its published SHA-256 before sending
Secure by default No administrator rights; firewall rule limited to BB Eco's own program

Record relevant activity Logs of every device conversation, easy to view, filter and export

Minimal data, easy removal No account or cloud; passwords never saved in templates; Reset App Data
Vulnerability reporting security-reports@brainboxes.com, and a published CRA statement

Brainboxes and the EU Cyber Resilience Act: CRA statement

<
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https://docs.brainboxes.com/explanation/compliance/eu-cyber-resilience-act-cra-statement

Public SBOM and Visible Logging

BB Eco publishes its software bill of

lal
Software you agree to this Agreement. If you do not agree, do not install or materla s
use the Software.

* CycloneDX format, published with every
release

1. Licence

1.1 Brainboxes grants you a free, non-exclusive, non-transferable licence to

install and use the Software on computers that you own or control, for the © EXpOI’t SBOM In Settlngs > Llcence the
purpose of managing Brainboxes hardware on your network, including discovering exact bU||.d you run

the devices on that network and configuring, monitoring and updating the
Brainboxes hardware among them.

* Every third-party licence listed in the app

Logs you can see

» Third-party software

« Settings > Logs: live, filterable, exportable

Software bill of materials

* Plain-text files, one per day, timestamped
Save the CycloneDX JSON listing every component in this build (bb-eco-1.1.0-sbom.cdx.json). Iﬂ UTC

Export SBOM

<
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What BB Eco Replaces

Task

Find devices

Before

Boost.|O (ED), Boost.LAN (ES), Windows
only

With BB Eco

Automatic discovery, plus VPN and subnet
scans

Configure a device

Its web page, one device at a time

The web page inside BB Eco, plus reusable
templates

Upgrade firmware

Download the file, then Boost.IO or
Boost.LAN

One click, with pre-flight safety checks

Many devices at once

One device at a time

Update all for firmware, Apply template for
settings

Interrupted upgrade

A support case

Detected and recovered over the network

<
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Find Out More

Landing page: www.brainboxes.com/bb-eco

Download and get started: docs.brainboxes.com

What's new: release notes

Moving from Boost.IO or Boost.LAN: migration guide

Security: CRA statement

Scan: www.brainboxes.com/bb-eco

Brainboxes


https://www.brainboxes.com/bb-eco
https://docs.brainboxes.com/get-started/bb-eco
https://docs.brainboxes.com/reference/software/release-notes/bb-eco/
https://docs.brainboxes.com/how-to/installation/migrate-from-boost-io-and-boost-lan-to-bb-eco
https://docs.brainboxes.com/explanation/compliance/eu-cyber-resilience-act-cra-statement

== BBEco

Keep the Work Moving

Free for Brainboxes hardware B'“;;‘_f;"es
Windows | macOS | Linux | CLI T ey e / B b
m“:‘t».;:x.:-p:..ﬁf - Industrial Et Mr'n-t 51:? nxn al In

EFC Cee:

LM'L“M m BRL. GB | “Wobﬂmm

brainboxes.com/bb-eco




	BB Eco Brainboxes Ecosystem
	BB Eco in One Minute
	BB Eco at a Glance
	BB Eco Key Features
	Device Discovery
	Discover Other Devices Too
	Across VPNs and Subnets
	Reach the Hard-to-Reach Devices
	Firmware Upgrade
	Firmware Upgrade – Safe and Offline
	Update All
	Automatic Firmware Updates
	Stuck-Device Recovery
	Templates – Config as Code
	Templates – Apply to Many Devices
	Drift Detection
	Command Line
	Browse the Brainboxes Range
	Support Built In
	Security and Transparency
	Public SBOM and Visible Logging
	What BB Eco Replaces
	Find Out More
	Slide 24

